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On Quaternary Resilient Functions

Aboobacker Parammel!*® and Viji Maniyil>

DGovt. Engineering College, Palakkad - 678633, Kerala, India
28t. Thomas’ College (Autonomous), Thrissur - 680001, Kerala, India

3 Corresponding author: backer83@gmail.com
Yyijigeethanjaly @ gmail.com

Abstract. Functions on multiple valued logic are important tools for designing non-binary cryptographic algorithms. Crypto-
graphic characteristics such as correlation immunity and resiliency of Boolean functions are well studied. This paper is on the
resiliency of quaternary functions. We provide a method to extract a class quaternary 1-resilient functions in two variables using
the group action of the permutation group S4. Using the resilient functions obtained, based on computational results using python
programming language, we conjecture a technique to produce 1-resilient quaternary functions in three variables. We Also discuss
orthogonal matrix characterizations of resilient functions on multiple valued logic.

Keywords: Many valued logic; Correlation immunity; Resiliency

INTRODUCTION

Boolean functions play a vital role in designing Block ciphers and stream ciphers [1]. They are the building blocks of
the nonlinear component, the substitution box (S box) of a block cipher which makes use of substitution transforma-
tions. In block ciphers, the strength of the S box determines the security of the algorithm [2]. If these components are
not properly chosen, it renders the cipher weak resistance to various attacks. There are many criteria to measure the
quality of Boolean functions, among which non-linearity and resistance against correlation attack are predominant.

Current research are focusing on developing systems and models based on multiple valued logic. Functions on
multiple valued logic represent the digital data in a compact form. One of the main benefits of many-valued logic is
the ability to optimize or minimize data processing, so it is important to take full advantage of the potential of many-
valued logic. There are electronic devices in which models with more than two states (fuzzy logic) are effectively
implemented. Multiple valued logic is an alternating solution for many practical problems. It has applications in
cryptography, coding theory, signal processing, VLSI IC’s, etc. The application of functions on multiple valued
logic simplifies the design of position-based cryptographic schemes [3]. In signal processing, multiple-valued logic
is convenient in the storage and processing of a huge amount of data encoded in a digital signal, and additionally,
numerous strategies implemented in signal processing are geared up sufficient to remedy particular issues confronted
in the design of systems based on multiple valued logic [4]. If the signals in an integrated circuit permit to accept four
states(quaternary values) instead of only two states(binary values), the problem encountered in some VLSI circuits
due to the constraints in the number of connections that can be used within the circuit and that connect the outer world
can be solved effectively [5]. Some VLSI ICs are available intended for commercial purpose that has design principle
based on quaternary logic.

Various applications of the primitives based on multiple valued logic confirm the need for further research in
this direction. A great number of researches are devoted to developing cryptographic characteristics of non-binary
functions and cryptographic schemes based on them. The cryptographic algorithm based on three-valued(ternary)
logic was proposed by Artem Sokolov et al [6]. The properties such as non-linearity and avalanche criterion of g-
valued functions were discussed in [7,8]. As the measure of the input-output correlation of the component g-valued
functions, the input-output correlation coefficient p,y, x, y=0, 1...g — 1 and the correlation matrix P, consisting of the
absolute values of the correlation coefficient was introduced in [9].

Xiyi — Xi2ii=1Yi
Pry = Yl Xy X i Vi (1

2
1 von 2 X 1Xr Z’-’:ly,-
\/n n 2 — (B S Xy - ’,,

The correlation attack was coined by Siegethaler in [10] and the original attack was given in [11]. The functions
which have resistance against correlation attacks are known as correlation immune functions. The Correlation im-
munity of order m(m-CI) was studied in [10]. The cryptographic characteristics such as correlation immunity and
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resiliency of functions on binary logic were extensively studied in [10, 11]. The extension of the concept to non-
binary functions was introduced in [12]. A detailed study of correlation immunity of 3-valued functions and a method
to synthesize the complete class of correlation immune ternary functions in two variables was carried out in [13].

This paper elaborates upon the correlation immunity and hence the resiliency of functions on multiple valued logic.
Two approaches to defining resiliency are presented. We propose a method to generate a class of resilient quaternary
functions of two variables using group action of the permutation group S4.

PRELIMINARIES

Let F; = {0,1,2,....g — 1} be a ring with operations addition modulo ¢ and multiplication modulo ¢ and V,, = F
be the n copies of F'If g is a prime number then F; and F can be considered as a field with q elements and a
vector space of dimension n over F, respectively. An n-variable g-valued function is an arbitrary function from
V. to V1.One of the method of representing such function is by means of truth table as a string of numbers of F,
of length ¢", f= {f(0,0...,0),f(0,0...,1),....f(g—1,g—1,....,¢g — 1)}. The sign function of gq-valued function is,

oni
F = (0000 @fla=14=1,-4=1) "where @ is the primitive ¢'" root of unity given by @ = ¢ ¢ . The hamming
weight or simply weight of an array is the number of non zero values in it. Weight of a vector u € V,, we denoted
by wt(u). Let x = (x1,x2,...... ,Xn) and u = (uy,up,.....,u,) be elements of V,, then its inner product, given by
(x,u) =xqu; +xup+ ..o + x,u, belongs to F,;. In this article,concatenation of x and u is denoted by x||v and
it is the array of length equal to the sum of lengths of u and v and is obtained by associating v with u.That is,x||u=
(X1,%0, e v e e WXy UL U2y e ey Up).

Definition .1 A g-valued function in n variable is balanced if the 0’s, 1’s... and g — 1’s in its truth table are uniformly
distributed.

When g = 2,the function is called as Boolean functions.The hamming weight of an array of binary numbers is the
number of 1’s in it. A Boolean function is balanced when the number of 0’s and 1’s are equal. Walsh transform has a
vital role in the analysis of Boolean function. For any vector u € V,, the Walsh transform of a Boolean function f(x)
is,

Wy(u) = 3 (=10 @

xeVy,

Balancedness of a Boolean function f(x) can also evaluate with help of Walsh transform coefficients.The imbalance
is computed as the Walsh transform at u = 0. So a Boolean function f in n variable is balanced if W;(0) = 21,

Nonlinearity(NL) is an important characteristic of a cryptographic function that measures the distance of the func-
tion from the most approximated linear function. The nonlinearity of Boolean function can be computed using Walsh
transform and that of g-valued function can be computed with help of Vilenkin- Chrestenson transform [14],

q)f(u) — Z wf(X)JrW (3)
xeVy

Where ¥ we meant by conjugate of the complex number y.

The Vilenkin-Chrestenson transform coefficients(Spectrum) of a g-valued function f can be calculated by using
Vilenkin-Chrestenson matrix My, a matrix of order g". The coefficients are obtained as a result of multiplication of
the function f with the complex conjugate of M. That s,

®; = f My )

For quaternary functions (g = 4)the matrix of order 4" is obtained by the recurrence relation given in [15],

M4k M4k M4k M4k O 0 0 O

_ M4k M4k+1 M4k +2 M4k +3 _ O 1 2 3
My =\t Mgz My Myt2|VeeMa=lg 5 g 2
M4k M4k +3 M4k +2 M4k+1 0321
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For this computation we need to convert the matrix and the function to complex exponential form using the unique
transformation,

g 2miy 2mi, 2
{0,1,2,3}—){840,84 ,e42,e43}

The digits p in the matrix represent square matrix of order 4% with all entries p and the matrix addition is performed
modulo 4.
The nonlinearity is defined as [7],

Ny = {‘1"1 — sMaxiey, Wy ()| if ¢=2 “

q" —Max,cy, |Py(u)] if ¢q>3

Definition .2 (Group action) Let G a group and X be a set.Group action is a mapping from G x X to X that assign
each pair of elements g € X and x € X an element in X by a rule denoted by g.x satisfying following axioms,

i)ForeverygeXandxe X, gxeX.
ii) If 1 € G is the identity,then for every x € X, 1.x=x.

iii) Foreveryg,h€ Gandx € X, (g.h).x=g.(hx).

Correlation Immunity of Boolean functions

Definition .3 [16] Ler f(x) be a Boolean function and x1,x,,. .. .x, are independent and uniformly distributed ran-
dom variables, the function f (x1,xa,....x,) is of m'" order, (0 < m < n) correlation immunity if f (x1,%2,....%,) is
independent of any set of m of its input variables, x1,xy,... ,and x, .

In other words f is of m'" order correlation immunity if its probability distribution is unaffected by any set of m input

variables.That is, Pr (f(xl,xz, e Xn) = (V125 ooy Ym) [ X, = 85,1 <k < m) =Pr(f(x1,%2,cesXn) = (V1,Y2, o5 Ym))-
To define correlation immunity in terms of their sub functions [16],let us recap the definition of the sub-function ,

Definition .4 [16] A sub-function of a Boolean function f is the function f' derived from f by inserting constant
values 0 or 1 for some of its variables.

Definition .5 [16] A Boolean function on V,, is of m'" order, (0 < m < n) correlation immune if any of its sub-function
of n—m variable is of weight equal to wt(f)/2™. That is, wt(f') = wt(f)/2™.

The correlation immunity of a Boolean function and its Walsh transform is related as,

Theorem .1 [17] A Boolean function has correlation immunity of order m if and only if its Walsh transform is zero
for all inputs with weight less than or equal to m. ie Wp(u) =0, for 0 < wt(u) < m.

Correlation Immunity of g-valued functions

To define the correlation immunity of a g-valued function, it is required to generalize the concept of sub-function. The
sub-function of a g-valued function is,

Definition .6 [13] A sub-function of a g-valued function f(x) is a function f!(x) derived from f(x) by inserting
constant values from the set F; = {0,1,.....g— 1} for some of its variables.

The correlation immunity of the ternary function was defined in terms of the imbalance of the function [18] which
can be generalized for functions of multiple valued logic as
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111120 €202 JOQWBAON 0T



Definition .7 The imbalance of the g-valued function is the absolute value of the first coefficient of the Vilenkin-
Chrestenson transform. That is , the absolute value of the sum of component-wise product of the function by the
sequence [e©,e .. ... ... ,e].

The imbalance can also compute from its truth table representation using the expression given as,

2mi

q—1
Ap=|Y mes* ©6)
k=0

where ny, k=0, 1, 2,...,qg — 1 are the number of k’s in the truth table of the function f(x) .
Definition .8 Ler f(x) be a g-valued function in n variables, f(x) has correlation immunity of order m, 0 <m <n
if the imbalance of any of its sub-functions f! obtained by substituting m of its variable with constants from the set F,

is, Ay = Ay /q™.

Definition.3 can also be extended for g-valued functions, in such case the random variables take value from the set
Vi.

RESILIENT QUATERNARY FUNCTIONS

Quaternary function assume the values in F4. The elements 0,1,2 and 3 of F; can be interpreted as the 4" roots of unity
1, i,-1, and -i respectively.In order to analyse the resiliency we make use imbalance of the functions. The imbalance
of the quaternary function f(x) can be computed using eq(6) and it is given by,

Ap=|ng.14+ny.i+ny. —1+4n3. —i

== 2 + (1 —m)? )

Where no,n,ny and n3 are respectively the number of 0’s, 1’s, 2,s and 3’s in the truth table of f(x).

Definition .9 Let f(x) is a 4- valued function on n variable, f(x) is said to have m'™ order correlation immunity,
0 < m < n if the imbalance of each of its sub-functions f' of n —m variables is Apr = Ap/4m,

A quaternary function is resilient if it is balanced and correlation immune. That is if it is correlation immune with
zero imbalance. The sub-functions satisfy the condition for resiliency only if they are also having zero imbalance.
For example, Consider the quaternary function in two variables,

[\

xix; |00 010203 10 11 12 13 20 21 22 23 30 31 32 33
F&)0 1 2312302301301 2

Simply,this function can be represented as f={0123123023013012}.The imbalance of the function is equal to zero.
Now let us examine the nature of the sub-functions of f,

F(0,x) = {f(0,0)£(0,1)1(0,2)£(0,3)} = {0123} is one of them. The other sub-functions are, f(1,x,) = {1230},
F(2.52) = {2301}, £(3.3%2) = {3012}, f(x1,0) = {0123} , F(x1,1) = {1230} , £(x1,2) = {2301}, f(x1,3) = {3012}

Clearly, each of the sub-functions of one variable is having zero imbalance and Ay =0 = %.Thus the function
Sf(x1,xp) is a 1-resilient function.
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METHOD TO SYNTHESIZE RESILIENT QUATERNARY FUNCTIONS IN TWO
VARIABLES

In this section, we present an indigenous method for the construction of 2-variable resilient quaternary functions
employing permutation group action on a set consisting of four elements each of which is a string of length 4 whose
arguments assume value from the set F4.For each function obtained the nonlinearity is analyzed.

Consider the set S = {lo, i1, U2, U3}, where po = (0123), 11 = o +1,p = Ho + 21,43 = Ho + 31,where 1 is a
string of length 4 with all its components equal to 1.The addition is performed component wise modulo 4. Now, let us
recall the symmetric group S = {y;,i = 1,2......4!: %, is a permutation on 4 symbols}. From the group action of the
symmetric group Sy on the set S creates 4! resilient quaternary functions in two variables of length 16 . The algebraic
expression of the group action is,

Y:iSyxS—S

v uy) = %), i=12,..24 j=0,1,23. ®)

The concatenation ¥ (to)||y:(t1) ¥; ()% (43 ), i = 1,2,...,24 produces the truth table of the resilient quaternary func-
tions and these functions are,

fi ={0123123023013012}
fi ={0123230112303012}
£ ={1230012323013012}
fio = {1230230101233012}
fi3 = {2301012312303012}
fi6 = {2301123030120123}
fio = {3012012312302301}
fon = {3012123023010123}

£ ={0123123030122301}
fs ={0123301223011230}
fs ={1230230130120123}
fir = {1230301223010123}
fia = {2301012312303012}
fi7 = {2301301201231230}
foo = {3012012323011230}
fo3 = {3012230101231230}

£ = {0123301212302301}
fs = {0123230130121230}
fo = {1230301201232301}
fiz = {1230012330122301}
fis = {2301123001233012}
fis = {2301301212300123}
fo1 = {3012123001232301}
fos = {3012230112300123}

Using the above 24 resilient functions as the generating function we can derive the class of resilient quaternary
function of length N = 4. Each of the resilient functions produces another 24 resilient quaternary functions by the
application of the transformation g from the set of quaternary sequences of length 16 to itself, given by,

k if xi=1
g(X1XQ....xl6) = (ylyz....ylﬁ), where yi = l lf X = k (9)
X;  otherwise

By replacing particular values for k and [ we get the 24 quaternary resilient functions from each resilient function
produced in the last step.The pair of values (k,!) that produce the required functions are (0,1), (0,2), (0,3),(1,2) and
(2,3).We verified the resiliency of these functions using a python programming language. Thus, from the method
above we could form 144 resilient quaternary functions of length 16 in two variables.

The nonlinearity of the resilient functions obtained are computed using eq(5) with help of python programming
language and it is found that 56 of them have nonlinearity NL=8, 72 of them have the value NL= 4.683 and 16 of
them have NL=0. The resilient functions with NL=8 are of special importance and they can be used as primitives for
various cryptographic applications to attain optimal results.

Based on the computational result on obtained 2-variable 1-resilient functions, we conjecture that,

Conjecture .1 Let f1, f2, f3, fa : Fjo — Fy are resilient 4-valued functions in two variables, for x € Fy the three
variable 4-valued function f : F3s — Fy defined as,

filx) if x3=0

_ Hx) if x3=1
flm) = 720 (10)

fa(x) if x3=3

is a I-resilient function.
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We conformed the resiliency of the functions constructed using python programming language. Some of the func-
tions constructed in this manner might be 2-resilient also. Further research is needed for extracting such functions.

If f(x) is g-valued resilient function,it is balanced.Since a circular shift or scaling by an element co-prime to g does
not affect the balancedness the function f(x) and its sub-functions.This fact substantiate the following proposition.

Proposition .1 Ler f :V,, — V) be a resilient functions .Then {af +bl,a < q,gcd(a,q) = 1,b € F,, where I is a string
of length q" with all its entries 1, are resilient functions.

The operations specified in proposition .1 are spectral invariant [19].

METHOD FOR ANALYSIS OF RESILIENT FUNCTIONS BASED ON ORTHOGONAL
MATRIX

This section is devoted to an analysis of the relation between orthogonal matrix [20] and correlation immunity of
g-valued functions.

Definition .10 [20] An L x n matrix A over Fy is said to be an (L,n,q,m) orthogonal matrix if for any fixed m columns,
each row vector'y € Fyn appears exactly L/q" times in the matrix consists of these m columns.

Let f: V, — V1 be an n-variable g-valued function. For each j,0 < j < g — 1 consider the matrix B; whose rows are
the members of the set defined by W; = {x € Fj» : f(x) = j}.Clearly |W;|= n;, the number of ;’s in the truth table of
f(x). Then B; is a matrix of order n; x n. We have, f(x) is m-correlation immune if the number of j’s, 0 < j < g —1
in each of the sub-functions obtained by substituting m of its input variable with constants of the set V; is equal to
%.Since in that case,

= — Ay (11)

The sub-function is obtained as a result of fixing m input variables and B; consists of n; rows, it is true that if we
fix m columns of B; each vector of V,, appears exactly ZI times.Also, for a balanced function n ;= ¢"~!. From these
arguments we can conclude that[see also [20]],

Theorem .2 An n-variable g-valued function has resiliency of order m if B; is a (¢"',n,q,m) orthogonal matrix,
0<j<g-—1.

Thus, for a resilient resilient function, the matrices B;,0 < j < g — 1 contains equal number of rows and if we fix m
columns every vectors of V,, appears ¢! times.

To illustrate the resiliency of a four-valued function with help of orthogonal matrices, consider a 4-valued function in
three variables,

x1x2x3 (000 001 002 003 010 O11 012 013 020 021 022 023 030 031 032 033
fOp,xx)f0 12 3 1 2 3 0 2 3 0 1 3 0 1 2

X3 |100 101 102 103 110 111 112 113 120 121 122 123 130 131 132 133
fiax)| 1 2 3 0 2 3 0 I 3 0 1 2 0 1 2 3
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x1xox3 200 201 202 203 210 211 212 213 220 221 222 223 230 231 232 233
fixmax)| 2 3 0 1 3 0 1 2 0 1 2 3 1 2 3 0

x1xx3  |300 301 302 303 310 311 312 313 320 321 322 323 330 331 332 333
fOpxwx))3 0 12 0 1 2 3 1 2 3 0 2 3 0 1

The matrices By, B1, B, and B3 as by the above discussion are,

0 0 0 00 1 0 0 2] 0 0 3
013 010 01 1 012
022 023 020 021
031 032 033 030
103 100 101 102
112 113 110 111
121 122 123 120
130 131 132 133

Bo=15 0 2" B1=12 0 3" B2=|2 0 0| B3=|2 0 1
211 212 213 210
220 221 222 223
233 230 231 232
301 302 303 300
310 311 312 313
323 320 321 322
33 2] 33 3] 33 0] 33 1)

From the matrices it is clear that by = by = by = b3 = 16 and if we fix any two rows of each of the matrices,
every vector o € Fj, appears exactly b;/4% (=437271) times, 0 < j < 3. Thus, the given function is a 2-resilient
quaternary function in three variables.

CONCLUSION AND FUTURE WORKS

In this monograph, a class of 1-resilient quaternary functions of two variables is synthesized. We found that there
are 144 such functions using the sub-function approach. The orthogonal matrix approach to learn the beauty of the
resiliency of the quaternary function is discussed. This will help the cryptographic community for further research
on the 2-resiliency of four-valued function in three variables and to find the complete class of such functions. We
mentioned a method to find the 1-resilient functions of 3-variable from two-variable resilient functions that can be
extended to functions on F,. Further research is meant to extend the concept of the resiliency of higher order for
functions with more variables that will help in designing secure cryptographic algorithms on multiple valued logic.
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